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Application of RBAC to Administration of Networks
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Abstract: RBAC (role based access control) as a convenient, safe and efficient mechanism has proved high flexibility and safety, which by

analyzing features of RBAC and its application advantages, combining well ~ known MikroTik RouterOS and teaching practices, improves

network management and offers RBAC solution. By introducing roles as medium, produces an agreement between roles and users, by

defining roles at application lever, gets more intensive accessing granularity and reinforced safety.
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read — policy that grants read access to the router’s

conﬁguration.. All console commands that do not alter
router’s configuration are allowed. NSt 2SI BCBE A
FEAL, BE R B
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read, test, winbox, password, web, ! ftp, ! write, ! policy
1 name = “write” policy = local, telnet, ssh, reboot,
read, write, test, winbox , password, web, ! ftp, ! policy
2 name = “full” policy = local, telnet, ssh, [tp, reboot ,
read, write, policy, test, winbox, password, web
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write — policy that grants write ac-
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cess to the router’s configuration, except

for user management. This policy does

not allow to read the configuration, so

make sure to enable read policy as well.
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telnet — policy that grants rights to log in remotely

via telnet. B8 telnet o e B BAEAIATT .

FHE [ull, read, write = PMHAREMIBE

0 name = “read” policy = local, telnet, ssh, reboot,
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