$18% B

£ OO0 http://www.cqvip.com|

Vol. 18 No.8
Aug. 2008

# HENMRREAR

COMPUTER TECHNOLOGY AND DEVELOPMENT

Jhoo

2008 4E 8

ZigBee IR R EZE MR

g'd‘é‘& ”%‘K'%a*%
(dFEXF FEMNFR, K 7 M 510631)

W E:ZigBee FAR-MHEMEREBBEMBROFBEA, FEEBBRFBT ZHAKELT , HELERBERERATE,
XEFEEIFE AR BREHER, B, 5K ZigBee BRNWELUHBBANEE, M ZigBee MR ELT
EAF,IHET ZigBee BAKMBER A KL EH MBAUAMEET LT TR EZIE,FEHIXT ZigBee AR — 2
RBHRERBRET T HHMELE.

K@ :ZigBee BA; K2 KEEWH; FEF L

R4S . TP393.08 XRRFRIRE A XEHS 11673 - 629X(2008)08 — 0144 — 04

Research of ZigBee Technology and Its Security

YU Zhi-fei, WU Jia-wei
(School of Computer, South China Normal University, Guangzhou 510631, China)

Abstract: ZigBee is a new technology with wireless sensor networks. With the application of wireless sensor networks, many applications
not only have high confidentiality, but also should have low power loss, low complexity and low cost. So the research of the security of Zig-
Bee is becoming very important. From the layers security of ZigBee, mainly discuss the encryption techniques, security key, network struc-
ture and the trust center. At last also analyse and conclude some problems to the ZigBee technology and the development of it in the future.
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Note:
1.The trust center sends a dummy all-zero NWK key if the
joiner securely joined using a preconfigured network key.
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7 ENC+MIC-128 5 5 128 bit
6 HFIF

ZigBee E—FHHT X KM BB F A, EE R

R HETE AR B BOR HF AR i, Bl FA O B & E
AREERM BRI AR TERLTITHE, ZigBee THA
XV B IR E 2R, R AES I E 534K
PE I , IR o 4R LB S B A 2 R A ARSI , SR B 5L
BIEF O R EH, X 8% 21 AR A
EXLRMKEFERA REFEERPIH. BT Zig-
Bee SR % £ 5347, X ZigBee R EMFFARHE —%E
T HEBEFZNANESFTREEA, 2
BEEMRELER .

S B3k

[1] ZigBee Alliance document[ EB/OL].2004. http: //www. zig-
bee. org.

[2] Paolo B, Prashant P, Vince W, et al. Wireless Sensor net-
works: A survey on the state of the art and the 802.15.4 and
ZigBee standards [ J ]. Computer Communication, 2007, 30
(7):1655 - 1695.

[3] EFW, THER. ET ZigBee RN EREBRMNE LS
BrlJ]. s EHURA,2006,33(10) : 111 - 113.

[4] Moazzam K, Fereshteh A, Jelena M. Key Exchange in 802.
15 Networks and Its Performance Implications{ C]//In Proc
of 2nd Intemational Conference on Mobile Ad — hoc and Sen-
sor Networks (MSN 2006), LNCS, Vol. 4325. [s. 1.]:
Springer — Verlag, 2006:497 — 508.

[5] ZigBee Alliance. ZigBee Security Specification Overview[ EB/
OL]. 2005. http: //www. zighee. org/en/events/documents/
December2005 - Open- House_ Presentations/Zigbee - Securi-
ty. Layer._ Technical . Overview. pdf.

[6] Ferguson N, Schneier B. Practical cryptography{M]. New
York: John Wiley and Sons, 2003.

[7] Krasner J. Using Elliptic Curve Cryptography(ECC) for En-
hanced Embedded Security [ EB/OL J. 2004 . http: //www.
embedded — forecast. com/EMF — ECC — FINAL1204. pdf.
2004.

[8] Ondrej H, Peter K, Petr F, et al. On security of PAN wire-
less systems[C]//In Proc of 6th Intemational Workshop on
Embedded Computer Systems ( SAMOS 2006 ), LNCS, Vol.
4017.[s.1. ]: Springer — Verlag,2006:178 — 185.

[9] Pereira R. ZigBee and ECC Secure Wireless Networks[ EB/
OL].2004. http: //www. elecdesign. com.

B e e Ba atan atun atot ST SRS oo oo e e

(L#% 133 %)
and Systems. Boulder, Colorado, USA: [ s. n. ], 1999;209 —
220.

[7] Yuan Chun, Cheng Yu, Zhang Zheng. Evaluation of Edge
Caching/Offloading for Dynamic Content Delivery[J]. IEEE

-+ +——+ MBI Rtate atate Shete sttt ot Siete et mtenn atess afuln Siate Sin o

Transactions on Knowledge and Data Engineering, 2004, 16
(11):1411 - 1423.

[8] wEmE,% #£ .8 ¥.% Web NARFSIRER
(1. 3k f42£3% ,2003,14(10) : 1728 - 1739.


http://www.cqvip.com

