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Design and Realization of System for Defending Malicious Web Pages

WU Xing,CHEN Ming-rui
(College of Information Science and Technology, Hainan University, Haikou 570228, China)

Abstract : Malicious web page is a page that includes malicious scripts, and malicious scripts will destroy user’s computer system by means
of revising registry or injecting Trojans. The harm of malicious web pages to computers is more and more serious. In order to protect us-
er’s computer system from malicious web pages, a defending system is designed and realized. The system hclds back malicious web pages
by two technology links. First of all, it gets the source code of a web from browser and carries on analyzing by the way of condition code.
If it finds out malicious scripts in the web, it will prevent them from running. And then, the system will monitor the registry and prevent
it from being revised by malicious scripts. The two links supplement each other to constitute a comparatively perfect defending system.
Practice has showed that the system has good effect in defending malicious web pages.
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(DZRIEH T, API B SetWindowsHookEx
O, KRBT :

Public Declare Function SetWindowsHookEx Lib “ user32”
Alias “SerWindowsHookExA” (ByVal idHook As Long, ByVal Ipfn
As Long, ByVal hmod As Long, ByVal dwThreadld As Long) As
Long

Q)BT R, — T, T H R4
ALABEE A

Public Function MyHook ( ByVal nCode As Long, ByVal

wParam As Long, ByVal [Param As Long) As Long

TEHTFREMEE —BNIAA CallNextHookEx()
BRECRETE B A B A T — 141 B8, B 28 Windows
RO BRI TEE S 2T

(3) &4 7, £ 1 API & UnhookWindow-
sHookEx() , BN

Public Declare Function UnhookWindowsHookEx Lib “user32”
(ByVal hHook As Long) As Long
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Private Sub Timerl _ Timer() * 8 1 B4 —K, F [EHO B
BRI e
Dim hCurrent As Long, s As String * 256, i As Long, j As
Long
hCurrent = GetForegroundWindow()
i = GetWindowTextLength(hCurrent)
j = GetWindowText(hCurrent, s, i + 1)
I InStr (1, s, “Microsoft Internet Explorer”) < > 0 And
hHook = 0 Then * IE B D %S, MBS+
hHook = SetWindowsHookEx ( WH. KEYBOARD. LL,
AddressOf MyKbHook, App. hlnstance, 0)
Elself InStr (1, s, “Microsoft Intemet Explorer”) = 0 And
hHook < > 0 Then ’ 1E 0 3F¥IE, BB T
Call UnhookWindowsHookEx( hHook)

il

1

hHook = 0
End If
FEnd Sub
3.2 HIFER¥

AETEREBTHEER B P & IE b2 A

R BT AL 4% T Enter 82, W E T 1E MM 240 B AR
RS RYIRACES , I A RRIE RS F N7 . BERIAL
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WA, BT R 0T, TERAT 20, e shiE bR i
AR, FEABWT:
Public Function MyKbHook(ByVal nCode As Long, ByVal wParam
As Long, ByVal [Param As Long) As Long

Dim hookStruct As KBDLLHOOKSTRUCT

Dim hCurrent As Long, Loc As String * 256, strTemp As
String

Dim Threadld As Long

Call CopyMemory ( hookStruct, ByVal [Param, Len ( hook-
Struct) )

If wParam = 256 And hookStruct. vkCode = 13 Then * fIF
¥'F Enter {8, G it hCurrent = FindWindow (“1EFrame”,

vbNullString)

hCurrent = FindWindowEx ( hCurrent, 0&, “WorkerW”,
vbNulString)

hCurrent = FindWindowEx  ( hCurrent, 0&,

“ReBarWindow32”, vbNullString)
FindWindowEx
“ComboBoxEx32", vbNullString)

hCurrent = FindWindowEx ( hCurrent, 0&, “ComboBox”,
vbNullString) '

hCurrent = FindWindowEx(hCurrent, 0&, “Edit”, vbNull-
String)

SendMessage hCurrent, WM_GETTEXT, 256, loc

Forml . Inetl. Exccute Trim(Loc), “GET” * /8 Inet 43K

hCurrent = ( hCurrent, 0&,

B s RS

Do While Form1. Inetl. StillExecuting

DoEvents

Loop

Open App. Path +*“ \ Virus. dat” For Input As #1 * B2
HEENR

Do While Not EOF(1)

Input #1, strlemp

If InStr(1, strSource, strTemp, 1) Then

MsgBox “ M A % A , E/BEERIRL”, vbOKOn-
ly, B "

MyKbHook = 1

Close #1

Exit Function

End If

Loop

Close #1

Call CreateThread (0&, 0&, AddressQOf RegMonitor, 0&,
0&, Threadld) *JABY MR K EHR

MyKbHook = 0
End Function
Private Sub Inet! _ StateChanged(ByVal State As Integer) ’ Inet &
{444 StateChanged FH-#

Dim strTemp As String

Dim strl.ast As String

Select Case State

Case icError * $5iR™ 4

Exit Sub

Case icResponseCompleted * IE# 5% 45 H

strTemp = Inetl.GetChunk(1024)

Do While True

strLast = strLast & strTemp

strTemp = Inetl. GetChunk(1024)

DoEvents

If Len(strTemp) = 0 Then

Exit Do

End If

Loop

End Select

stiSource = strlLast
End Sub
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Public Sub RegMonitor() A ﬁ&ﬁﬁ@&ﬂ"]ﬂix

Dim hKey As Long. Ret As Long, hEvent As Long, Filter As
- Long

Dim i As Long, j As Long

Ret = RegOpenKeyEx ( HKEY. LOCAL. MACHINE,
“SOFTWARE”, 0&, KEY_ NOTIFY, hKey) ° T FF SOFT-
WARE 17

hEvent = CreateEvent(0, True, False, vbNullString)

[Filter = REG_ NOTIFY. CHANGE. NAME Or REG_ NO-
TIFY. CHANGE. ATTRIBUTES Or REG. NOTIFY.
CHANGE_ LAST . SET Or REG_NOTIFY . CHANGE _ SECURI-
TY ,

i = RegNotityChangeKeyValue(hKey, True, [Filter, hEvent,
True) ‘

} = WaitForSingleObject( hEvent, 1000) * 4% 1 #b4h, Rk

{j = WAIT.OBJECT.0 Then

MsgBox "It R B, B FHHITIKE”, vbOKOn-
ly, B4

i = RegRestoreKey(hKey, App. Path & “\ RegBack. reg”,

&0)
End I# . )
RégC]meKe)"'(hﬁey) ERa
CloscHandle (hEvent)
End Sub
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