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Abstract: Network security has been a very important issue, since the rising evolution of the Internet. One commonly used defense mea-
sure against such malicious attacks in the Internet is Intrusion Detection System (IDS). Data mining has been extensively applied in net-
work intrusion detection and prevention systems by discovering user behavior patterns from the network traffic data. Association rules and
sequence rules are the main technique for data mining. Considering the classical Apriori algorithm and AprioriTid algorithm with two bot-
tlenecks of frequent itemsets mining, this paper proposed a homing — constraint ~ rule Apriori algorithm (HCRAporiori). Experiment re-

sults indicate that the proposed method is efficient.
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