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Abstract : File system is the most important resource in computer system,and encryption is a good method to protect them. At present, the
majority encrypt methods are implemented on user mode using keys, but unfortunately the effect is not very well. This paper will introduce
two Kinds of transparent encryption methods: AP1 hook and file system filter driver, and meanwhile comparing this two methods, especial-
ly focus on the latter one~ file system filter driver, for it is run on kernel mode, contrast with user mode encryption, it is more efficient,

secure, and flexible, in essence it is an extension of the file system.
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NTSTATUS EncryptDeviceControl ( IN PDEVICE . OBJECT De-
viceObject, IN PIRP Irp)
{
PVOID inputBuffer;
ULONG inputBufferLength;
Irp — > IoStatus. Status= STATUS_ SUCCESS;
Irp— > IoStatus. Information=0;
ioControlCode = irpStack — > Parameters. DeviceloControl. IoCon-
trolCode;
inputBuffer = Irp — > AssociatedIrp. SystemBuffer;
inputBufferLength = irpStack — > Pararneters. DeviceloControl. In-
putBufferLength;
if(icControlCode= = INPUT. KEY)
{
SetKey(inputBuffer) ; /4% % A BN 35 HRAL R R
IoCompleteRequest (Irp, IO_ NO_ INCREMENT) ; //52 Ui, IRP
Return STATUS. SUCCESS;
}
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NTSTATUS EncryptWrite(IN PDEVICE.. OBJECT DeviceObject,

IN PIRP lrp)
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PIO. STACK - LOCATION irpsp = IoGetCurrentlrpStacklocation
(Irp);

switch(irpsp — > MinorFunction)

{

case IRP_ MN_NORMAL.:

{

if(Irp — > MdlAddress! = NULL)//# i EKN BB R BT EE
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{
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else

{

buffer = Irp — > UserBuffer;

Encrypt(buffer, GetKey()) ; /M5 T 5 B %1%
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NTSTATUS EncryptWrite( IN PDEVICE _ OBJECT DeviceOkbijert
IN PIRP Iip)

KelnitializeEvent( & waitEvent, NotificationEvent, FALSE) ;
[oCopyCurrentIrpStackLocationToNext(Irp) ;
TIoSetCompletionRoutine( Irp, EncryptReadCompletion,
&waitEvent, TRUE, TRUE, TRUE) ; //i% & 52 Jl 5172

status = IoCallDriver(devExt — > AttachedToDeviceObject, Irp) ;
if(STATUS_PENDING = = status)

!



< 150 - HENERS AR - SNE
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switch(irpsp— > MinorFunction)
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case IRP- MN_NORMAL.:

{
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else

{

buffer = Irp— > UserBuffer;

Decrypt(buffer, GetKey() ) ; /R X
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KeSetEvent(event, [0 NO. INCREMENT, FALSE) ; //[a] X 8
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return STATUS. MORE . PROCESSING - REQUIRED;
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