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Research of a Hybrid Intrusion Detection System

GAQO Zheng,CHEN Shu-yu, LI Guo-yong
(College of Software Engineering, Chongging University, Chongging 400044, China)

Abstract: Aiming at the shortages of misuse detection and anomaly detection in intrusion detection system, on basis of researching hybrid
intrusion detection system, a new design of hybrid intrusion detection system was proposed by studying it. Misuse detection module is
based on Snort”s pattern rules database. Anomaly detection is to use self — organizing neural network for data clustering, and then to clas-

sify these data by supervised learming vector quantization. Simulation of the key modules in this system was done successfully ,and results

show that the system improved capabilities and accuracy of the hybrid intrusion detection system.
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