H20% HIW HTENKRRSERE Vol.20 No.8
20104 8 A COMPUTER TECHNOLOGY AND DEVELOPMENT Aug. 2010

e Iﬂ?ﬁ"ﬁ%‘]flﬁ'&ﬁm%?éﬂp I Rz F

HELkE, T B
(BFERE XF FFER,LH HF 210046)

B E:EEHIIRACL) RBRAERFE LN 22—, BT S 6 2 8 3 b 38 80 A — Fh i ) 12
FIBAR , AT LUPR G I B 3R R AR R SR BB R R . SCP IR T VIR RIS R B AR S R TR RE, HII%ET
AR REMB R FEORER A, &AEELP, M E A7 38 T8 07 R & 5P 2R TR LR 4 89
B KSR R 25, 3 RN E S EREHEAT IR, TERRHA TECE ACL, RAMEMNEZ2E RN —FERFE,

R DFREHIP R B A NG R e

FE 4 %S . TP393 ARG A NEHS 1673 — 629X(2010)08 — 0159 - 04

Application of Access Control List on Router in Network Security

PAN Wen-chan, ZHANG Yun
(College of Computer Science, Nanjing University of Posts and Telecommunications, Nanjing 210046, China)

Abstract : Access control list (ACL) is proposed to solve or improve the network security problem. ACL is an access and control technolo-
gy which is used to filter and control the data flow in the routers. ACL can improve the network performance and control the flow of traf-
fic. The basic conception and the elements of the access control list are discussed. The application of ACL in the network security is as
listed. By giving several practical disposal examples, access control techniques on routers are used to analyze how to improve the network

security performance to ensure the safety of network. Filtrating the information of network by ACL under the router becomes a technolo-

gy means of structuring network security system.
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access — list 101 deny udp any any eq 135

access — list 101 deny udp any any eq 137

access — list 101 deny udp any any eq 138

access — list 101 deny udp any any eq 445

access — list 101 deny udp any any eq 1434

access — list 101 deny tcp any any eq 135

access — list 101 deny tcp any any eq 137
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access — list 101 deny tcp any any eq 445

access — list 101 deny tcp any any eq 4444

access — list 101 deny tcp any any eq 5554

access — list 101 deny tcp any any eq 9995

access — list 101 deny tcp any any eq 9996

access — list 101 permit ip any any
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access — list 103 deny ip 10.0.0.0 0.255.255.255 any
access — list 103 deny ip 192.168.0.0 0.0.255.255 any
access — list 103 deny ip 172.16.0.0 0.0.255.255 any
access — list 103 deny ip 127.0.0.0 0.255.255.255 any
access — list 103 deny ip 224.0.0.0 0.255.255.255 any
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Router( config) # access — list 104 deny ip any any
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