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Abstract : In order to implement the secure storage of the system transaction data,the encryption and decryption engine is used to encrypt
the data that transmitted from the application terminal. The transfer commands of different users can be identified by the user ID,and the

user’ s private key can be used to achieve encrypted storage. The scheme can protect the storage security of user data and isolate data in

feasibility of the scheme.

cloud computing platform. When the users from application terminal query the encrypted data, the encryption and decryption engine server
cryption algorithm and encryption vector information will be loaded in the encryption and decryption engine,then the sensitive data will

—side will read the user’ s private key from the buffer according to the user ID,then the server—side will decrypt the data and return clear

text to application terminal. When the encryption and decryption system is integrated with a third—party application, the user—defined en-
=
=

be encrypted according to the user’ s own private key, which can guarantee the secure storage of sensitive data and achieve isolation for
business data of different users. Finally, the integration with the population database system of a city is used as an example to verify the
Key words : secure storage;encrypted storage ;encrypted key ;cloud computing
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