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Abstract: Botnet is an important threat on computer security. As the development of mobile terminals, the security threat rises on mobile
device platforms. Based on understanding the traditional Botnet propagation principle and control mode,the spread of mobile Botnet and
command and control mechanisms and control protocol are studied in—depth,also introduce the hazards and its defense of mobile Botnet
briefly. Mobile Botnet is mainly existed in a Botnet on a mobile device,which is a new form of network attack established based on the

general theory of the Botnet. In the future, mobile Botnet will seriously affect the people’ s life. Therefore must constantly analyze and
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grasp C&C protocol in different network environment,ensuring that each user can be far away from the threat of cyber attacks.
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