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A Decision Tree-based Privacy Preserving Classification Mining
Algorithm for Data Streams
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Abstract ; Privacy preserving data mining methods are mainly based on perturbation and randomization approaches and secure multi—party
computation approaches. Due to the high-speed data streams with unlimited continuous and dynamic characteristics, these methods are
still inadequate. In order to solve privacy leaking problem on current data streams mining application,a privacy preserving fast decision
tree mining algorithm for data streams named as PPFDT has been designed and implemented. It adds random noises to protect data privacy
and improves the data mining algorithm named VFDT,and uses threshold method to find the best split attribute and the best split point of
perturbed data streams,so that a decision tree is directly built on perturbed data streams. Then the decision tree is used to classify original
data streams and perturbed data streams for getting accurate results. From the aspects of the privacy protection degree of the PPFDT algo-
rithm and the classification performance on the direct perturbed data stream,the algorithm has been experimentally verified on the Wave-
form dataset of UCI. The experimental results show that the algorithm can achieve certain degrees of privacy protection,and at the same
time, classify data streams fast and accurately.
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