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Research on Trust Mechanism in Cloud Computing
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Abstract : Cloud computing has been considered as a new type of computation model after grid computing , peer—to—peer computing and
service computing, and its heterogeneous, virtual and loose characteristics leads to new security problems different from the traditional
computing model. Therefore, starting from the characteristics of cloud computing , the more complex security problems in contrast with the
traditional distribution computing caused by cloud computing as a new type of computation model are synthetically reviewed and ana-
lyzed. The relationship between trust mechanism and security of cloud computing is discussed involving border access control , trust among
tenants , service quality and virtualization security etc as well as that of effective evaluation on the trust mechanism in the environment of
cloud computation. According to the security requirements of cloud computing environment, the theoretical basis and feasibility for intro-
duction of confidence mechanism into cloud computing environment is discussed and analyzed and the applications of trust mechanism in

various technical layers in the context of cloud computing is analyzed in depth. In allusion to deficiencies in the present investigations on
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cloud computing, the research orientation of trust mechanism in environment of cloud computing is also proposed.

Key words : cloud computing ;cloud computing security ; trust mechanism ; reputation
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