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Image Encryption Algorithm Based on Chaotic System and
Bidirectional Diffusion
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Abstract; Aiming at the problems of some image encryption algorithms which are independent of plaintext, poor security and low
encryption efficiency ,an image encryption algorithm based on piecewise linear chaotic map and associated with plaintext is designed.
Firstly , the initial values and parameters are used as keys to iterate piecewise linear chaotic maps to generate chaotic sequences. Secondly,
a chaotic cipher generator is designed by using the generated chaotic sequences to generate four random matrices with the same size as the
plaintext image, which are denoted asX , Y , Rand W. Then, X is used to do forward diffusion of plaintext to obtain A ,and then R and
W are used to design a scrambling method associated with plaintext to scramble the A and get the B . In the scrambling process, the cyclic
shift operation is also carried out to make the encryption effect better. Finally, Y is used to do backward diffusion of B to obtain the final
ciphertext image which presents noise pattern and no longer has visual information. The experimental simulation shows that the proposed
encryption algorithm has large key space,strong key sensitivity, information entropy close to the theoretical value of 8, strong ability to
resist differential attacks and statistical attacks,and the adjacent pixels of the ciphertext image have low correlation and high security.
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