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Comparison and Analysis of Image Source Identification
Method Based on Neural Network

MENG Xu,MENG Kun
(School of Computer Science,Beijing Information Science and Technology University, Beijing 100101, China)

Abstract; With the popularization of portable smart electronic devices such as mobile phones, images have become one of the most
important information carriers, playing an important role in news,social and judicial fields. While enjoying the convenience of electronic
images,image processing tools make it possible for criminals to commit fraud and other criminal activities by tampering with electronic
images. Identifying the source of the image and distinguishing the authenticity of the image has become an important technical means to
deter and punish such criminal activities. We discuss the application method of neural network in image source identification, and
compare and analyze the classification effect of neural network for the original image and image noise as model input data. Experiments
are carried out in terms of dependent data attributes, data preprocessing methods,and application modes. According to the analysis of the
experimental results,the extraction of overlapping image blocks and the use of smooth images for experiments are more conducive to the
identification of image sources. By using our own dataset (10 cameras) and vision dataset (35 cameras) as the analysis data sets, the ex-
perimental results of image source classification show that the accuracy of the method of simply estimating the camera sensor pattern noise
is improved by 35% . The accuracy of the experimental results of image source judgment reached 95% .
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