N W5 HTENMRARSARE Vol.32 No.5

2022 45 H COMPUTER TECHNOLOGY AND DEVELOPMENT May 2022

0

B s R A Bl Agrawal 25 AR AEAB AT O WF
S A R SO B AR L E R SR
Y e rh iz I T 2 A W SE S5 R A AT v A B

R EDRFA—FINE F IS E &R

FEA4ALH R
(1. AR X5 3 FAF R B FR ME TR LA2FR,TH dxR 210023,
LB AR EAERERAEELETLIRE L B R 210023)

AR R, TR B il AR SR TE LA PR i 30 BE 1S, PRI RSO 42 48 BOR T4 45 25l (o an g
ShFGETI BRI ISR DT ) thERS R Tz RE . B S R R RO A2 g e b i — A Ty 1, B
SEAEAZ P P P ORUR AR 7 5 B AR A 7T R 2tk 8 —SE R P AR AME B, PP A I 2 R . Dwork 45 AR H 9 2253
BRAARE R AT LA B2 4 (4 B AL PR P R A2 2 fRAIE , SAZ SR BRRA RS i (BT k- 24 B HA R AT AR AL A LE , 1A
TR 5 A X R AT PR B0, B e i 3 AT RO S A B AA B 22 A B AR B B Y . SCRE BT T — A it
EE S IE voE T = NN TS TRl Re R VA RS i Burs) Su g E T b & SO DR ok MR R FRAAY IEVAELE vEL L Sl DR P g T e |
FY LS SRR LA R (AT 8 o Sk AE S A E DR BTt 2 22 0 B, TE L SC B 4 L Y Se s 45 SRR WL A 48

TFA R
SRR B ; TP INEAR 5 2200 kD s Dl PR 3% s T g In) i H R
& 425 . TP309 XEKARIZED: A XEHS:1673-629X(2022)05-0099-07

doi:10.3969/j. issn. 1673-629X. 2022.05. 017
An Algorithm for Mining Frequent Sequence under Differential Privacy
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Abstract; In this era of big data,both the amount and types of data are growing at a very fast speed,so data mining technology has been
widely used in all walks of life (such as trajectory prediction, advertising delivery, medical diagnosis and so on). Frequent sequence
mining is an important direction in the field of data mining,but in the process of mining and publishing sequence data, it is likely to leak
some users’ privacy information, resulting in serious security risks. The differential privacy model proposed by Dwork can provide
security guarantee for the privacy protection of data mining. Compared with the traditional privacy protection method ( based on k-
anonymity and its extended grouping model ) , this model can achieve the purpose of differential privacy protection by adding noise to
disturb the data,even if the attacker has the largest background knowledge. An improved SVT ( sparse vector technology) method is used
to add Laplace noise to a new progressive mining algorithm, which disturbs the real support of candidate frequent sequences and
threshold. The algorithm is proved to satisfy the differential privacy in theory, and the experiment on real data sets also shows high—
quality usability.
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2o ZM 2b

3 £—0-w2
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