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Design and Implementation of Microkernel RTOS for NB-IoT
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(RFID&IOT Lab, School of Computer Science and Technology , Southwest University of
Science and Technology,Mianyang 621000, China)

Abstract; Real-Time Operating System ( RTOS) is widely used in Narrow Band Internet of Things ( NB-IoT) devices. NB-IoT
devices mostly use RTOS with macro kernel,, which can get better performance but requires more hardware resources and problems in the
kernel may cause the whole system to crash. In this paper,we improve the traditional RTOS and design and develop the nM-MKRTOS
without Memory Management Unit (MMU). Aiming at the devices with fewer resources in NB-IoT,the system realizes memory reuse
and fast startup through Dynamic Loading and Dynamic Linking ( DL?) according to the advantages of microkernel ,and adopts modular
development to improve system stability. In the actual test,nM-MKRTOS has improved memory utilization by 56.25% through memory
reuse technology. In the system startup test,by introducing weighted loading in DL? technology , the startup time of the core functions of
the system was reduced by 57.59% , 52.55% and 47.59% for the three task subsets respectively. The system can be widely used in
smart agriculture, smart campus, etc. ,which can reduce system cost and improve system stability.

Key words; microkernel ; RTOS ; NB-IoT ; dynamic loading ; dynamic linking

0 31 PR B S K 2 R BOREAS R R, OF BN

NB-IoT # iz Fl TSR a4 LS E B IR n] A8 H 300 78 0 A B ARl A e fe
B XIS AS R R R AR WA IR GEE Y ERRL, AN R s TIF 2 SRR K
IETF & R =K &) iR P RZEMZAE  HaERNRER, S m R MIFFILERE ., AL
RTOS, 54l : RT-Thread"”’ . FreeRTOS"' uC/0S-II'"' | F[n] 0, 30 T 4% 25 00 30 o &% #: VE & 46, ) .
XFPRE N RS AR A R G R AAUKEN N Chorus™ Mach'®' LA seLa'™ 25 3 A% R H
AR RRVREE AR S M SRR B AN . BREBELUTI LSRRG . (1) MEAULP A7 8 B s i L

s HER 2021 -11-17 & B #1:2022-03-23

EE&WA . HR AR A LI H (61471306) 5 VU1 5 & 7131550 H (2020 YFS0360) 5 U4 #UE T %8 By FHIF T 40300 H (18ZA0488)

EE® Mk 1E(1995-) , B fl-LBF5EAE  CCF 23 5t (D3838G) , WF5¢ 77 ) Ak AxUH AR Wik AR il 5 1E 3 . BT/, B #4% , CCF =
P22 51(11988S)  WIFFET5 1) A SR BIB AR PR B AR G HEHL A



108

jk  IEZE . M NB-IoT (I N4 RTOS (K5 5B - 77 -

hEBCST R Yy B b RE ; (2) R A (3) dEFE [
HAF(IPC) o FAR SO R GE | W 45 Bip iSURSe 56 3 % P
BTENZZ b,

7E NB-IoT & 45 [ SN %A — & IMERE , 3
LR NAE T H A S A& MMU, #4024 2 AT
B hEs ], DL SELRIME . DL AR A v 9 A% S 3R
BLER  PRAIE T SN 2 2R G0 1R 3 B e T LA SE ) 3
SHMEE R g b #tTiE17, HED,EH T NB-IoT
B I HERAE RGELEEZ (1) Contiki” ,uC/OS-11,uC/
0S-11'""" RIOT""  FreeRTOS"’  uCLinux'" | Linux .
SenSpire OS'"*  RT-Thread ,mbedOS'*’ | TinyOS'"’ %%
EAAE R GAEER N A5 20 72 fd 1T (H S R A% A
YERGE, FE B BAE R IF A IHE DL HOR 5 (2)
sel4 VxWorks"®  Chorus Z:7E Bt 2 W1 g % M sk
WIRZERE R G, SCRF DL AR (R NFE S B, 7
NB-IoT 4 HIHARiE ™,

H T, %+ NB-ToT &% £ i 1% 47 16 FH 19 ok 9 A% 5t
YEZRGE 1% 30T NB-ToT AR 1495 P54 b i
XTELA 1) DL 2 AR A7 Ak, 31528 T 8 MMU
) nM-MKRTOS,, 5% L T fin 48 28 Ji F4% S F 85 19 O
& nM-MKRTOS il i+ 05 56 i 48 e 8 SR g, S 1 4%
D IIRE MR e 2%, $2 5 NB-10T RGN sl J&
IAMFI DL HAR 52 7 A [a] P9 A7 52 SR g
g /> NB-TIoT RGEHI LA, 32 N AR 2

1 s

FreeRTOS \RT-Thread 4§ R #:1E R 48, 7% it
ZHIER T RN R o 2 N A B G — G
PR T 2 AR T Y Be ol e — g iy PR RS T, (HA
FHOE WAL ST O R I E AR R R
A —F s T, St IFHLE EE . 2Ot
f) nM - MKRTOS N ¥ & & N 17 & B AT 55 [ 3 {5
(Inter Process Communication, IPC) | i J& 45 J A% b 5
DL’k 1 s,

Bl #MABRERZRAEMN

(1) ol B A8 B 2R R AT AT 55 R, R 4B
R 55 PR BE R

(2) AT 55 a3 fR B AT 55 [l i £ i aod A 2 A7
HENSNIRTIE s

(3) WA BB B X R L N A EA T A B

(4) DL BBk DL B2 5 ] T X0f A58 B i A 7 R o i 4
AT, M TSNS, 2t 0t ;
X TS A BN, SR AR PR

(5) KM PL AR xR B 55 T IR s Ak,
AT e R ARG RIS ; JAMA S T A7 HI 2
DI, 18 i o R R R Y A A 0 R B SR E AT A
B RBIAAF A A1,

ANTR] A P A% 2R G0 R T 485 0 AR — B, OB B
2.3 AREASCH IR RO A B 1 R T A 2T
FPERT , LSR5 3% 1 RTOS 4 22 57 #i 4
HAL S T DLMBLE, T 7E e fr b S BUR Py Bk 1) 3l
AN, AR AR GBI A S BN A S A L
PR B 5 SCHL T I HLIN BRI I 528 T NAF S T
SRR,

2 AEEEER

55 98 B 30k O Bl A A% O A BB 6T NB -
10T Kiit , R ZRA T 5048 58 AL 55 50 foe e 19 b
HLCQ PRGN ) XA EOR RGEIA — R (5L
BPPE, IZARG RS . R e G U, E
SCRFRESE AT 55 i T A R 56 00T . RGBTSR
EaREEImE 2 s

i

%
i
2
#
51

AR e BAT 2%
B2 S

R G e R —AFi BT e GO HES (1 3] 55 2%
HER B — A1 s PO R R e R AR 55, AR
x WA TR = R e A 55 1 Sk 15 05, B R e L SE
55 A g BHL S 1) 2 A R e A0 S 9 A5 AT
x o AE x R AR R R Bk i )R] A2 AR R
0(1) FERAEAAN  HHERILEZRE R 0(n) , n
KRG PR B, 1E v K AR, R A E
177 AT A R, A B A B AT AP AL (EJR BER



.78 - HEPLH AR &R

532 4%

R YGE 5 AT 55 05 10 e o J0UAE 4 VR B ol 6 A, il 75
ARG RTEERRAL, X A TSR

K3 RGP RIAT 5 Bt 6 MOIRES il
ek JsAT HVE FHZE WPHE, RS P T
Suspend #EAERTHERR AT 55 , H A $4U4T Resume A REHSAT:
FWKE AR ERES B IR AT 55 JE I SRR R4
#B 4 iE ABHZERA s EVECIR A 9 F P $4U4T Unload #4E
W AT 55 B B SMER AR L&, WA $UAT Load #:4E
A HEWSIRE , AT Unload 5 Load ¥4 5 £ 1)
1]

la—Suspend__ |
it —Resume—»| iRz
Suspend
. ——Unload— §
217 fElEsY
e——Load—
Suspend \Event
> BRI

B3 fEHREHEFER

3 DL*E#

DL’ F T N % s B 2 25 28 5 04T, vl n 2%
SCUHARR S IR B AT 2 e R G R . ARV
R4/ R Se b, 4 SenSpire OS'™ #8523 T DL, 3 H.

FExF HAT Mg AT AL, %30S % T SCk[17 -
18] DL Y53, IR TN 8 S RN 54552
3.1 AmEHRAMEL

TEARUE B ] 4T 7] 5% #2245 =X ( Executable Linkable
Format, ELF) SCHAF P & T 2 09 B, WKL 4 frs, 8%
IMX LE BN 2 58y AT, 38 3 Xk Se B i 4k | g
W Yl W] N ST A B R R T ) 45 % i B g 4% 1) 1

e L D REAE
ELF h

{DLL (
@eaderI text I .data Isymbolsj
[ .bss Irodata I .strtab j

header

text

jaan

.data [.shstrtabj: .symtab I rel.text ]
symbols .comment
N RN J
K4 DLL X4 X5 ELF U446 X,
3.2 HSRML

TERRE ELF 755 R g i TR 2 26 0 B A
LR SR ZNAEAFAE—E IR R . FHTRPIEE T BR
B Ap e HE AR AR R, RGUKEEAT S5 R SR
RO RE [, ELF fE45 5 R A Hash X545 R it
Fres e gk, (HJ2 475 Ko 1 22 1, Hash 2 (4 Rif 13
SREUWERE TR, OO S R TR SES,
WNF 1 PR AT S R P IR IS B ( B AT > 1
FUbR 3 v ) i B 3tk ) | 6 R4 5 (i) I, 368 3o i ]
FEIEAR BINTETR 16 HARTS 5 R P b AT £ 4k, A R
HO(1) .

k1 HEk
HFETTN Fm - R Hix Tl A 1,
(2 57%) (1 574) ’ (4 575) 3 (4 54)
11 F dy. tDLL Jek ToA Tek
23 0x801 ‘P’ add 8 cal. tDLL 14
25 0x801 ‘P’ sort 16 sort. tDLL 32
12 T main 4 T Tesk
R

4 SEREILAESR
4.1 REREFINEE

RGN RN REMEER G  PIAZRR AT )
WAk P R ) R Ak S5 90 23 52 ) R 8 T L EE
M E N RGN &, REEE LS T
ZIINRE , B BE 1 2R 5L a0 bh AL o8 Be W AR 5
A RGUR shogke, SR T F ok vlad % H e
— RS DR IR — o T e B AR TS B0, X
STUIRERY A B 1 b A R G a sh g —R Bl A
N AZ 1 DL? Ir B 45 (AR 35 R G AT 45 4 BE U 3
BCE AT R 53, AL S IR e |, A% 5230 R S Rk

NB-IoT {2 4t nl G th o T A B 2 A, X 2E A B
] BE SR FAN A B B B TIC L, T BE R T B
FPRSERER TAE, BARGHRATHIE ¢ = (V,E)
PR, B Z 8] A BUE R A) i AL AT BB TR ¢ 20
TER 5 o ARG AT AFRR A (1), IR R G
T R T A R, TR R GUR S a]

1= Su AT T 6 L T, =

3o, ol 0 RG A, m ABEHTI 5 5
HT =T,



510 1]

jk  IEZE . M NB-IoT (I N4 RTOS (K5 5B

.79 .

T S AN L)

RESIPE

ALY

Jz_;zj(ﬁiéﬁ Cadl %)Jﬁ“ﬂc VI PR
Tio BEATHUR
fowrastios
213ms 105 ms 66 ms -
t ADC. UART Hifi# 4 58 G L
% X hE H LR 7 Az
WA 90 ms SRR A 105 e A Kb B
He
L AT HEE
t 12: t5 18
KA I
80 ms 46 ms 21 ms 69 ms AL L
sDk. SPIFlash SRS Hastiig | H s
Ik ﬁ”% 21 S
80 ms Iy HHTHE
] A7tk
230 ms 152 ms 49 ms
B{S5 ZRABPEXSAHGME
TERA R G, AR T Re Xt B A [6] iy i e+ 4R 7 (5) p APATIZIHT T HATRISIE (0 P41

A1), 33X 2 Fp 41 38 1o G AL ) 7 3R RS s T
wln AL 1 B8 J, Yo dend T, Wit 1
EREM BN AKX (2) ~ 2 (4),

J, = 11,1, 1,1, 1}
I=\J, = {110,010 I, } (1)
Jyo= 10 0,0 0 )
Jo= {1,000 T ok, (2)
Jy= 10,0 0 0 T Tk, (3)
Jy= {10 I I I 1, 1, } *k, (4)

Hrp k, > (k k) e N, EIRARER, J, WH R
R, HAT 55 DIRe 7 9 B e o2k
4.2 HNEERMKWK

A MMU PR BESS 3l )« 58 e A7 SE B
AP S AT, BV 3k A0 A At 15 25 V8 Ry A FE A7 T30 s Fsf
DR, AR 1T AR 7 1 RS RE 0% B Ok N A7 T SRR K
/N, {H NB-ToT 45 5 %A MMU, JT & # 5 H Ak
B et FEASE A} e B 1 PNLFE R/ o 3 SORI TN A A1
PRI N A H AR SR, BIAE R 48 PUAT I AT
55 ELA I ] AN AH G T3 64 55 7T DA fifi 28
ol A2 N A 107 XN AE R E S A

WAEE HRERS 153 R GLis 170 2 1 (A e
KT PERRIR 30 L TR B R AN w5 6
AT NB-IoT 19374 Ak # i& JH, 75 NB-IoT ¥ 5t
T R R I AT TR R 2R G R I AE R I
ARG, TN RGP TR S T LU E 6 %
7N, E TSR P = (r, k,0,b,p,a,R,,t) JHA

(1) r i RAM fir i =5 [0, r < & 4t Al RAM
Z3[a] 5

(2) k> ROM fF & 25 ], k <R 40
Z3 (] 5

(3) I HZ G T ERITIAE S (-1 RET —
MEFBHE) ;

(4) b FRTIRAT 5546 5

| ROM

AL ;2. MK 2 ;3 AR BN AN N AF 5 4 2k B 9
f£)

(6) a A4 Fif AT 45 B 2] — A5 B i S04 T 1Y
NE;

(7) R, WEEHIZAT AP ;

(8) t Mz THfTHE],

K6, EBEEE r kT p 5 a W IIEER
P, 51 MR sy S5 ah e, il Bl E R, 5 ¢ AT LASE
PR RIAA O NAFEE (. 1, 5 1)) .

AT AW
“H @Jvm

Bo HEHFNELATE

5 SKIgHH
Segr R T B RE RS, WK 7, RS
RAM Jj 64 KB, %4 ROM H 512 KB, &4 £ 4 72

MHz fﬂ-‘wlﬁﬁﬁﬁﬁ;&@"ﬁfﬂ %BK%W»%HEEE’JL}E%%

X AR

K7



. 80 - HEPLH AR &R

532 4%

5.1 WIINET GBS

SO PR SO 1 RN AR Ik J3 9047 T £
1, RIS T 7 AR, X L BLF AT 28 S04 7E A+
BT A RF /N, FE L 8 v, 32 SC I T i 2k S 1
PKFAMIEL T ELF, J& 45 i ELF SCPF R/ 10. 4% ~
68.4% . "IN AR B Ak, B % 7 NB-IoT
P 4 AL i 2ok T v RS 15 45 22 (1 s ] 5

RO

HeFREFT

gl [
J 8

81.02KF 1

LwIp
4408 K5
FatFS -
1043 K7
XTinyRTOS .
. 105K
0 162K 324K 486K 648K 81K

FRELE @ St et
B8 A A KA
5.2 AR HATE E
S HE AT N S S ELF SCFTE I 25 S AT
PERERY 22 5 , M LRR 28 S i) HE PP Sk EA T PERE LU
DRSS RANE 9 s, Fe LR HER Bk b, A T ik
PEHE I PEREHR T 6. 1% , FAHE P 5331 7 X
LB 255

shellfi N7

233 us
234 us

1210 us

BT 1284 us

TN oo
e [

BT (s

0 960 1920 2880 3840 4800
BT @ AT

B9 HATHAET L

5.3 RERBEENR

MR R G A SR S T — NIRRT %A
75 B SR N BT 43 WLIEL 5, R G AT I
IR E LM SEHT S, RO & = MES T4
Joo L 5 1 B TFREAESE TR, E SCH S 3
HAKX(S) ~ (7).
I

0
[1

Jy =11, (5)
1,(10KB,15KB,1,,,1,,0,0, - 1,66ms)
1,(0.5KB,8KB, - 1,1,,0,0, — 1,83ms)

947

1,(2KB,10KB, (1, ,1,,1,), - 1,0,0, — 1,80ms)
1,(0. 1KB,21KB, 1, ,1,,0,0, - 1,213ms)

1,(0. 1KB,22KB,1,,1,,0,0, — 1,46ms)

J, = 41,(30KB,54KB, (1, ,1,) ,1,,0,0, - 1,105ms)
I.(1KB,5KB, (1,,1,) ,1,,0,0, — 1,21ms)
1,(0.5KB,5KB,1,,,(1,,1,),0,0, — 1,69ms)
1,,(1.5KB,10KB, - 1,1,,0,0, — 1,78ms)

(6)
IO
12
IS
J, = {1,(2KB,10KB,/,,1,,0,0, - 1,230ms) (7)

1,(9.8KB,35KB, 1, ,1,,0,0, — 1,152ms)
1,(2KB,15KB,1,,,(1,,1,),0,0, - 1,49ms)
1,(0.5KB,9KB, - 1,1,,0,0, - 1,98ms)

TE R GEARFLAE AT N2 BT, R G085 S B 6]
1290 ms, 7673 B BB T A IMABAE . (2,1,1) |
(1,2,1) ((1,1,2) , =/HHe7 48 25 Sl ] 23531028 -
547 ms,612 ms,676 ms, RVECEE Nz 5 s 7y U4 BT
ARAGA 0 8 H = ARG S 2l B[R] 3 00 b T
57.59% 52.55% 5 47.59% .

5.4 AEFEERMK

TENAEE I I a5 5 4.2 A ]
BRI 0 AR e, 4 A i FH RS B 1% im 23 R ) Sy 2 =X
(8),

I,(10KB,15KB, (1,,1,,1,), - 1,0,0, — 1,60ms)
1,(40KB,18KB, 1, 1, ,4,3,2000ms , 189ms )
1,(40KB,18KB,1,,I,,4,3,1000ms,78ms)
1,(10KB,30KB, - 1,1,,0,0,5000ms,123ms)

(8)

TER R, 1) S RGE OS W 1, 5 1, AR 72

Jo BT 2 s 51 s, HOR T 55, m] LAl

B WA EAAASE IR H L 5 1 217 H T 2 RAM

2[Rl SRR O AR G S Al o N A A AT R

RAM 77 [ A IR AE A, A7 R 4
56.25% .

6 LHRIE

BFXF NB-ToT A& BT/ Fag M2k m R GEXT
A1 1 P 5k A5 A 05, BT T BT nM - MKRTOS
%R GR N v AR AT 55 8 B R0 R H
oo o 2R BE SR W R RS e R i 3 = R
FEHLE B, I H BT RFIFE] AR 6 R e 5230 T 77



5510 39

jk  IEZE . M NB-IoT (I N4 RTOS (K5 5B - 81 -

SRS A T NAF R 795 i Ik 22 491)
o, &R 48 0 FFHLE [E] 53 51 9k 2> 57.59% (52, 55% 5
47.59% ,WNAFFIFH 42 55 45.83% . AN, X R Gk
PRGN AZ 0 AR HRE i e R AR B ORIE NI 22 4
Bif 13K Bl S 2 40 A5 LR B ) 052 ) R 48 1 TAE
nM-MKRTOS F %S¢ RE6% N FH T A58 Wil 8 Ze el 45
NG E  ERIK RGN R AR S RGN
L SRENE,

SE Lk

[1] Internet Engineering Task Force. Terminology for constrained
node networks [ EB/OL ]. 2014. http.//www. ietf. org/rfc/
rfc7228. txt.

[2] XIONG Puxiang. RT-Thread| EB/OL |. 2021. https://
www. rt—thread. org/.

[3] BARRY R. A FREE open source RTOS for small embedded
real time systems [ EB/OL ]. 2008. http://www. freertos.
org.

[4] Micrium. uC/OS-II[ EB/OL]. 1992. http://micrium. com/
rtos/ucosii/overview/ .

[S] ROZIER M, ABROSSIMOV V, ARMAND F, et al. Over-
view of the CHORUS distributed operating systems [ J ].
Computing Systems,1991,1(10) :39-69.

[6] GOLUB D B,DEAN R W,FORIN A, et al. UNIX as an ap-
plication program[ C]//USENIX summer. Baltimore ; JETS,
1990.87-95.

(7] HEISER G,ELPHINSTONE K. L4 microkernels; the lessons
from 20 years of research and deployment[ J]. ACM Trans-
actions on Computer Systems,2016,34(1) :1-29.

[8] XU L,BAI Y,CHENG K et al. Towards fault—tolerant real—
time scheduling in the seL4 Microkernel[ C]//IEEE interna-

tional conference on high—performance computing & commu-

[16]

[17]

nications, IEEE international conference on smart city. Syd-
ney:IEEE,2016.711-718.

DUNKELS A. Contiki operating system[ EB/OL ]. 2013. ht-
tp://www. contiki—o0s. org.

TECHCON A. Micrium makes uC/OS -1III RTOS source
code available[ EB/OL].2013. http://eetimes. com.
BACCELLI E,HAHM O, GUNES M, et al. RIOT OS: to-
wards an OS for the Internet of Things [ C]//2013 IEEE
conference on computer communications workshops ( INFO-
COM WKSHPS) . Turin:IEEE 2013 :79-80.
REEHE, B HE M. uClinnx——Fiik A Linux 24 [T]. L
FYHL T TR, 2003(4) :47-50.

DONG W,CHEN C,LIU Y,et al. SenSpire OS:a predicta-
ble,flexible,and efficient operating system for wireless sen-
sor networks[ J]. IEEE Transactions on Computers,2011,60
(12) :1788-1801.

X TG, R, 25 B4E 5 SCRTHERME R 458 mbedOS )i 3)
AR ] AL T AR5 AT, 2020,56(20) :46-51.
LEVIS P,MADDEN S,POLASTRE J,et al. TinyOS:an op-
erating system for sensor networks [ M ]//Ambient intelli-
gence. Berlin; Springer,2005 :115-148.

XITCTT. HE T VxWorks $#4F 28 5t i) 5 Bl 3 2 &t 42 il 1k
BSOS T SO SR 2R, 2021 ,42(3)
76-81.

i IE, BV T NB-TOT % BB 4% 3h A 3 R 1 i
REF AW BRI ] SN 5 5, 2021,38(6)
170-175.

HAN C C,KUMAR R,SHEA R, et al. A dynamic operating
system for sensor nodes| C]//Proceedings of the 3rd interna-
tional conference on Mobile systems, applications, and serv-
ices. Seattle: Association for Computing Machinery, 2005 ;

163-176.



	封面
	页 1
	页 2

	封面
	页 1
	页 2


