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Privacy Disclosure Risk Assessment Method Based on Attribute Weight
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Abstract; The risk assessment of data privacy disclosure is a highly key link in data release. At present,in data publishing scenarios , the
main methods to avoid data privacy disclosure are to protect data privacy through privacy protection methods such as adding noise,
obfuscation and anonymity ,and then publish and share data. However, there are still cases in which the data receiver uses the existing
data or background knowledge to attack the released data and obtain personal privacy information. Therefore, it is still a difficult problem
to quantitatively evaluate the risk of data privacy disclosure. To solve this problem,a quantitative evaluation method of privacy disclosure
risk for data publishing scenario is proposed. Firstly, the published data will be digitized to obtain the sensitive data matrix through
mapping. Secondly,the specific needs of the demander for the data is obtained to mark the privacy level, which can calculate the privacy
weight of the field attribute. Then, combined with the privacy weight, the privacy risk value is calculated by using the matrix norm.
Finally, the evaluation methods are verified,,compared and analyzed through the public data set to verify the accuracy and effectiveness of
the evaluation methods. The proposed method has a certain reference value for reducing the risk of privacy disclosure of published data
and enhancing data sharing.
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