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Abstract: A large number of users outsource private data to cloud servers to relieve local storage pressure. In order to ensure the security
of data,users usually perform data encryption before uploading to the cloud server, and finally use searchable encryption technology to
achieve the secure and effective retrieval of ciphertext data. However,the communication mode of the existing solutions is usually one—to—
one and there is a problem of unfairness in the search transaction between the user and the cloud server, that is, after the user successfully
pays the service fee,the cloud server does not return the correct and complete search result to the user. Aiming at the above problems and
considering the support of multi—user retrieval in this scenario,a multi—user fair searchable encryption scheme based on the national secret
algorithm is proposed. First,we use CP-ABE to specify a tree access structure for the attribute private key. Then,combined with SM4
grouping algorithm with high encryption and decryption efficiency,the data set is processed to generate ciphertext. Finally,according to
the fairness mechanism of the blockchain and feature of automatic execution of smart contracts, the problem of fairness of transactions
between cloud servers and users is solved, which guarantees data security based on the traceable and irreversible characteristics of
transactions while supporting result verification. Experiment shows that the proposed scheme consumes milliseconds in the security index
generation stage, which has advantages compared with traditional schemes. The data set in the scheme increases,and the efficiency of ci-
phertext retrieval does not increase linearly with certain stability.
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