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Abstract ; The difference between industrial control honeypot and ordinary honeypot is mainly marked by the different scenes of using ho-
neypot. In industrial control honeypot, the scenes are industrial control system,and the industrial control protocol used for communication
of industrial control equipment is different from ordinary Internet protocol. The trapping ability of industrial control honeypot mainly
depends on its simulation interaction level, and the simulation protocol communication interaction determines the authenticity of the
trapping environment. Based on the investigation of the control system of real power plant,we propose that the control system of power
plant is placed in sandbox to restore the high fidelity of honeypot. Using protocol reverse analysis technology ,in—depth analysis of EGD
industrial control protocol to master protocol characteristics, timely sense abnormal industrial control traffic data and abnormal protocol
packets. The open source Cuckoo sandbox framework is used to deploy honeypots with the main aircraft deployment mechanism to
prevent escape or other sabotage if an attacker identifies the honeypot as a springboard. Then all suspected attack data captured by
honeypot are analyzed and submitted to cuckoo host for secondary analysis. Finally,corresponding processing measures are taken for the
data considered as attacks, which provides reliable data for network security administrators and a more secure active defense network envi-
ronment for power plants.
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