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Abstract. With the expansion of the scale of microservice system on the cloud,the dependencies between distributed components of mi-
croservices become more complex. The fault of a microservice may be propagated to other microservices through the mutual calls of mi-
croservices, which will lead to the entire microservice system. With the complex dependencies of microservices system and the
propagation of faults, we design MicroAFL, an automatic fault location for microservices on cloud. Firstly, MicroAFL monitors and
collects the metric data of the microservice system in real time, analyzes the metric data based on the autoencoder model, and judges
whether there is any abnormality in the microservice system. Once an anomaly is detected, MicroAFL obtains the calling relationship
between microservices by analyzing the communication data between the running instances of the microservice on the cloud,builds a mi-
croservice calling relationship diagram to describe the fault propagation path. Then,the running status of each microservice is associated
with the system resource utilization to calculate the anomaly weight of each node in the microservice call graph, and the improved
weighted PageRank algorithm is used to infer and locate the faulty microservice that caused the anomaly. Finally, a Sock — shop
microservice system was built on Huawei Cloud to evaluate the fault location performance of MicroAFL. The experimental results show
that the fault location accuracy of MicroAFL is improved.
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