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Abstract : The existing attribute—based encryption generally uses the authority to manage the attributes and keys. Once the authority is not
trusted or attacked,the data security of cloud computing cannot be guaranteed. In order to improve the overall security of the attribute—
based encryption,an attribute —based encryption model with LDAP ( ABE-LDAP) is proposed. The authority in traditional ABE is
replaced with the LDAP and key management module. LDAP is deployed within the organization and separated from the cloud storage
module. The LDAP can implement the security authentication and attribute management of user’ s identity ,and key management module
can realize the generation and storage of attribute keys. At the same time,key management module consists of the key storage module and
attribute discrimination points which can outsource the encryption and decryption of attributes and can perform encryption and decryption
operations in the trusted execution environment ( TEE). The TEE uses memory encryption of Intel SGX to dynamically protect keys and
cryptography processes. The cloud storage module consists of the storage center and access decision point which provide the storage for
ciphertext. The security analysis shows that the scheme can effectively guarantee the confidentiality of data, reduce the computational
complexity of users,and realize the secure storage of keys.
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