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Frequency Domain Adversarial Attack for Intrusion Detection

YANG Yi,ZHANG Xing—-lan
(Faculty of Information Technology , Beijing University of Technology, Beijing 100124 ,China)

Abstract: Machine learning technology represented by deep learning has made remarkable progress in intrusion detection, but the
appearance of adversarial examples will make the intrusion detection model produce wrong results, thus avoiding detection, resulting in
malicious attacks on the system. The method based on decision attack will conduct multiple queries, making the attack easy to find and
inefficient. Different from traditional attack methods, we explore a frequency adversarial attack for intrusion detection. The Fourier
transform is performed on the intrusion detection data set,and a low—pass filter is used to retain more low-frequency information in the
sample and remove part of high—frequency information,and then use the inverse Fourier transform to convert the modified data back to
the time domain to implement frequency —based adversarial attacks, thereby detecting the robustness of the intrusion detection system.

Comparing the attack accuracy of the adversarial examples generated by different methods with the original data set, frequency adversarial
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attack is better than the previous adversarial examples method.

Key words:deep learning ;intrusion detection ; Fourier transform ;adversarial examples;frequency domain attack
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