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Abstract: The blockchain consensus algorithm can be used to enhance the security of the Internet of Things and improve the cooperation
efficiency between network nodes. Delegated Proof of Stake (DPoS) can meet the requirements of low cost and high efficiency at the
same time,and improve the service quality of node collaboration. However, malicious attacks, selfish behavior and low voting enthusiasm
of cooperative nodes will affect the consensus process of DPoS. In response to these challenges, we improve the DPoS consensus
mechanism. In order to improve the voting enthusiasm of nodes,a trust value model is proposed. According to the behavior of nodes,
credit evaluation indicators are divided into three first-level indicators; “ transaction status” “performance” “credit level” and the corre-
sponding second-level indicators. The method of dynamically allocating the weight of the second-level indicators is used to calculate the
trust value of nodes, which makes the selected node more reliable. At the same time,aiming at malicious nodes and selfish behaviors, an
outlier removal algorithm based on Gaussian mixture model is proposed, which divides the voting data, calculates its Gaussian mixture
probability density value,and sets a threshold to remove nodes below the threshold, so as to identify and remove outlier data. Compared
with the traditional DPoS,the improved DPoS has significantly improves node block rate and exception node rejection rate.
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