34k FH11H TENMRARSEZRE Vol.34 No. 11

2024 £ 11 H COMPUTER TECHNOLOGY AND DEVELOPMENT Nov. 2024

2 F SAMBA 1 CP-ABE BB & %
i a4 il 7 ik

XN FF, T, B
(RBAFRXF BEF A=A EEE, LEH KA 034000)

B E A AAE SIS T RA B Windows #1E RGUIER A AD B 58 SR GE EL i) 25 IR 45 45 A9 0] AL, 42 4
— LT SAMBA DM FH R YL CP-ABE M U7 A1 F ] 770 o BUA 1 540 28 495 B0 (S08 SRR 1 0 IR 55 28 56 L 8 13 TA
HE , A7AE 22 4 5 e LI ST S 52 9 48 PR BE R0 30 7F Linux JI2 55 #% L 08 SAMBA 712 55 2584 9 4, # ] Winbind 21
PFH Kerberos 20 745280 AD K 77 5] SAMBA 45 75 4 56 A1 BH DAIE , 38 S T R3S — J DAIE R 55 A7 78 14 42 4 JRURG: A &
15 B3 H W B A TE M I 1k BEBRUAR , [Rl B iSCST ALK = A R 555 SAMBA IR 5525 4H3% , Quota T HLXIASIRI I P A4 1% &
BEFETCH, S2 B0 T % A2 M A BRA T, )5, R CP—ABE B ARHEAT U7 1R 45 ) 01 SC P4 10 36 1 A0 5008 10 22 4 A S A
BRI AD WP B AUE R AEE R G, LR IZ IR AL = BT T REAS AT S5 D 5 H) 2 G 1 o 2%
il ), A RS = IR BT R A9 I BRI T — Rl a0 sy 2, Al il e e A BRI T/ 1 245

KR  AD BRSBTS R G0 SAMBA ; CP-ABE TR & = Fh 8%

& 525 TP309 SCHRARIZAD : A M EH S :1673-629X (2024 ) 11-0080-07

doi;10.20165/j. cnki. ISSN1673-629X. 2024. 0243

Access Control Method for Heterogeneous Systems Based on
SAMBA and CP-ABE
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Abstract; The issue of the original Active Directory ( AD) single sign—on used in the enterprise private cloud computing environment not
being able to directly access cloud servers is addressed by proposing a cloud storage heterogeneous system CP-ABE encryption access
control method based on the SAMBA protocol. Existing cross—platform single sign—on relies on external servers to complete identity au-
thentication , which introduces security risks and is influenced by network environments in terms of response speed. By configuring the
SAMBA local server as an intermediary on a Linux server, mapping AD accounts to the SAMBA server, and completing identity
authentication using Winbind and Kerberos components, reliance on third — party authentication servers ~ security risks and network
performance issues during information exchange are avoided. Additionally,the iSCSI component connects the cloud storage system with
the SAMBA server, and disk quotas for different users and groups are set using the Quota tool, ensuring the rational utilization of cloud
storage space. Finally ,CP-ABE technology is employed for access control and file encryption to ensure secure data transmission and
privacy protection, ultimately achieving AD account single sign—on to the cloud storage system. Experiments demonstrate that the
proposed method effectively resolves the cross—platform encrypted access control problem in enterprise private cloud environments,
providing an effective solution for access control in hybrid cloud environments and strong support for enterprise data security and manage-
ment.
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1.1 SAMBA
SAMBA J&— /1~ JF IR A9 SMB/CIFS Wil , & fLiF
Linux £&%;5 Windows &G 2 [al#H47 CHFL52, BT
Windows R4t Hl Linux RG22 5, W& ok A%l
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#i17] Windows % 7 vy $i (R e =2 SO AT B AR 55
Winbind'"' J& SAMBA ) —A~H 4 {4, & i
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A% .. Winbind 40 {4 fff 1] SMB/CIFS i [
Windows 3545 il #% & 26 35 3K, LA i) FH P 09 B0 30 UE
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Winbind 38K , 8245 FH P 19 B 4 56 0F 5 8 R 20 B 51
KZ . B7K Hb B 5. Winbind H4 A5 1 B 19 FH P (E B e
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Linux R4 bR EF P A4l 4 B T it i &/ A
P, @HFPAE: 4 P 22375 ] Samba =2 % I
i, Samba IR 555 25 (it FH A b ke 5 A9 P P 5 18 1647
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Client [7] KDC A% H 7 B, 11 AS 32K TGT 54515
5] Server, QKDC W& 1 % F vy & 3% 0 BU5 , B 5k
ZMETE Active Directory (AD) HY A7 1) J8 44 BB 1
2B EORFIWT 2 7 S 1) A AR R, AR i il
WAGIENR 55 #5% ( AS) 234 Jll— 1 BEALAY Session Key , -
i % P o i NTLM W3 7 X% Session Key #E47 %%
BB A, SRJE, AS fi H] kebtgt (9 NTLM S A Xf
Session Key . % /' ¥iif5 B ( Client Info) F1% - v Bt [7]
(timestamp ) #F 47 1 %, 4= i TGT ( Ticket Granting
Ticket) , B, AS $4% 3C A fl TGT —i iR [H] 45 % 7
Ui, 3 Client W FI IR 55 #5%3& [0 (14 B 5, 1 S A
O NTLM M4 7 % % 3¢ A 3E17 % %, 15 3] Session
Key, 285, % o fdi H Session Key X4 5 i {5 & Al
TSR U5 1) 14 R 55 AR PR A 544 FR S A0 25 28 U%5 S B, 4%
B Pk S B M TGT —ife & 1% 45 KDC /Y TGS
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J& & e d ] kebtgt (9 NTLM M4 Ay XF TGT #E47 i 25
MHZRIL Session Key | i [B] B A1 % P o5 B, SR,
TGS {# FHf# %% J5 1Y Session Key X% 3 B 41 % 15
SRS AN & P o {5 B DL R P oK i iR %5 15 B
A1 Ticket & %45 Clint, G)Client ¥ 2% J ) i )
M P A LA Ticket —2 & 15 25 server, 1R IR 55 .
©Server W F 5 H C ) NTLM HASH f# % Hi ticket,
ticket 1L & Server Session key Fll timestamp FI Client
Info, F5-F) | Server Session key fi# % % 3 Enc 15 £ I
timestamp 1 Client Info, ¥ AH X Lt — Z 0| /] L) 42 it
Client 1],

48, quota T_EL.7E SAMBA IR 5% #% b & 535 &
BAEH ., quota T HFH T e ¥ G A7 A B, i/p i sl
BRI P s A SO R G L R Al s a) R
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T 1 R BH i . A B A e Y D IR 45 R O s,
RBAC DAC %"/ 3 T ff (4 55 5 £33 14 15 [] 45 ], CP -
ABE J 3t 75 5 I R 2R ) 15 7] 4% il . CP- ABE
FEWRULT 4 DA,

(1) WIHEAR B ( Setup ) < 2B L E 28] ( MK ) Fil
NIFZE( PK)

(PK,MK) = Setup(S)

(2) INEEH: ( Encrypt ) BRI AIFSE(PK) FL

PEEASC( D) M7 2548 (AS) A= BUEE % 50 ( DC )

DC = Encrypt(PK,D,AS)

(3) TP I ( KeyGen ) : #4E 3% 9] (MK)
M—dHJmrECA ) ERHP R (SK ),

SK = KeyGen(MK,A)

(4) R E595 ( Decrypt ) AEHATFSH(PK) B
P52 3 (DC) FH P FAE ( SK) i 28 B3 4 3038 JF 8
PASC( D)

D = Decrypt( PK,DC,SK)
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5 HA 2 R RN kg G 54 |
WA WA B 588 L 2R T %, Ak,
CP-ABE i BB N % 20 285 119 1 [ 4 1) 7 oK, 22 1% Hb i
AN [ PRI I FH 375 i 22 4k

2 REREERIEIT R IR
2.1 EEFIEZR

ZHEE T — MRS = W5 B Linux il &
T SAMBA 55 A 4, B AT Winbind 28 {52 B
T 5 Active Directory (AD) 1% 3 H s B S}, [FIA, ff
FH Kerberos ZHFs2 35T AD W P A GIE, 842 F ol
DL Ui M R, dE— M = A7 R Ge il
F iSCST 41175 SAMBA I 55 % Al 3% , i 75 1 7 7T LA
Dy ML [P RE = A BT R T/ A = IR 55
PRBLRTRYE R, O TS B ECAAAE RO I PR E
TR SR A 18 quota T B XF A [R] FH ™ A4 5 &
TR XA B T A IR A O, B 1k
PRURM A . A TR A BE & ek, R AT CP-ABE
( Ciphertext—Policy Attribute—Based Encryption ) 7 Rk
BCE V) H R SCFn % @ik CP-ABE 2K, AT LA
R8P B 2H 1) T e 15 7 0] 5 gk, B ok A AU
FAREAE U7 1) UK | DT A 24 ff 47 8080 1) 22 4
AR

RS R G BT BERC B A DG, AT LA
SCEL AD K P BRL SR S B A AE A R G, 4 v A 1
PR BACR  EAHEZR I 3 s,



511 X T 9555 . 5T SAMBA Fl CP-ABE 19 54 R Zc 77 Inl 351 7 1 - 83 -

RN

Winbind
Samba 3L ) 42 il iR %5 4%

Kerberos .
N

A
| CP-ABEilif% || LinuxJi

| Quota

A 4

| Linullk /8 |

[aEe

B3 EARER

RERHE L A E LR 4. O AD ( Active
Directory ) 3l 55 % FH >k 9t — & SURIAE it L 2L 19
FrE O B VHLAE B DL R A 45 B R, @ SAMBA
e 55 % L9 Winbind 21 1FHIHE AD 1% 3l 3 g 2
Linux &%, #1158 Linux &5t 0] If#H AD a9 - F1
215 K., Kerberos 204 H T 528 B 3 DIk, B0 0% F P 7F
Vila) Linux &40 REME I AD &y 454k, CP-ABE
( Ciphertext—Policy Attribute~Based Encryption ) $ &K [l
R HC BT IR A, DL Ok R Z2ad S AR P al
LAV IRV R B9 2 A A B2 IR, BLinux R ¢ _E /Y iSCSI
AT W A R G HEE B A M R G (57 P
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9 AD JH 4B AT 2 ) #f R P T S AR R G
IS 25 8 s TR A B

HeZ AD K ] P 5 LR D7 1R) DLTH g A IR 55
Wk, R AT 8 ik 2R S8 s O Ui R B S AR R G, S5
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2.2 SEIUREE

(1)SAMBA Iz 55 % it & J Winbind L5,

SAMBA () e & SCHF AP, 15 % Samba e 55 2 (1
s BN {# ] Active Directory & ) 38 iE IR &5, ¥
FeVFVi ] Samba il 55 45 (19 FE AL IP ik i & LA AD
P TP Ak KSR FH Winbind 4114 Samba FH 7 5 5]
Linux 2GH %0 IT .

[ global |

workgroup = GOOD

server string = Samba Server Version % v

netbios name = smb3

interfaces = lo ens33

hosts allow = 192.168.40.0/24
bind interfaces only = yes

log level = 3

syslog = 3

log file = /var/log/samba/% m. log
max log size = 50

security = ADS

realm = GOOD. COM

username map = /etc/samba/smbusers
Idap ssl = off

idmap uid = 10000-20000

idmap gid = 10000-20000

winbind separator = /

idmap backend = tdb

winbind enum users = yes

winbind enum groups = yes

winbind use default domain = yes

(2) Kerberos Sy AiE,

Kerberos ZH /12—~ F 5% B0 9 2% £ £y IAGIE (1) E
BN AR E ST A T 2 TR E A
T SHECRIETT, LARH DR 3 5 RE 48 1E 0 147 DA GIE FI4Z AL
GO (S YV L I A el D A R 3177
[logging | :#&5E T H & 3CFAY & AR TG, T 5%
Kerberos ZH 1} 11z 417 H &, 15 B 12 Wi 18 38 (7] &2,
[ libdefaults | : 55 1 BRI A9 S EORTRE T, 60 475 BRI 99
I 25 T DNS AR U KDC 115 8 284 AL
W8, e T DU R R G AE B R o L B N B RS A — 1
HELBRIATT R, [ REALM ] .52 T BRIA S A e

7., f1FE Kerberos it 55 #%F (KDC) FIE B 51 fjR 55 45 19
P&, BRI R I 4, X 885 BT Kerberos 4 1
MIEHBITE X EE, [ domain_realm | . 1§ E T 4
B 451, 1) i 5 22 35 B Kerberos 2H 1288 72 o 12 [] MR
AU A VAR R . [ appdefaults ] - £ 8 T 45 42 I
O ¥ M E Bt BT, 1 41 PAM ( Pluggable
Authentication Modules) %5 . 3l i fitl B 3X L6 3L 11, 7] X
ffif& Kerberos IANUELL AD B EHATHRE A AC ., #%
ARSI

[logging ]

default = FILE:/var/log/krb5libs. log

kdc = FILE./var/log/krb5kdc. log

admin_server = FILE:/var/log/kadmind. log

[ libdefaults ]

default_realm = GOOD. COM

dns_lookup_realm = false

dns_lookup_kdc = false

ticket_lifetime = 24h

forwardable = true

GOOD. COM = |

kdc = DC2. good. com:88

admin_server = DC2. good. com ;749
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default_domain = good. com
%
[ domain_realm ]
. good. com = good. com
good. com = good. com
[ appdefaults |
pam = |
debug = false
ticket_lifetime = 36000
renew_lifetime = 36000
forwardable = tr
krb4_convert = false
%
(3)iSCSI 4H1F5 SAMBA IR 55 #5 £,
WA 2 IR 55 4 b A 2 AL iE Ao 00 4% T e 4
#| Linux 1, JF il i3 SAMBA fit 5 #% #5 b 52
Windows B H A #4FE RR Ge i P, 6 - AEA b 5 L
BRI — DAL SO RS, IF B AV A
A IHFEAL EX 2 W55 d b S BE T S R,
TSNS 288 XAl OT SR LU A6l 5 A R 48
VTR i R ALAE R
(4) CP-ABE I V5[
¥ JH libbswabe H1H cpabe JF 523 2 IR 45 #% 3¢
PR ) 42 ) AU 1 e A U B SCHF pub_key FI
F A 0 master_key , FHHR 3E T8 72 1Y 8 A2 BCRL SR
A kevin_priv_key , FIIFH 2SS XS SCHRSEAT N, e
HEAT i | A 535 I 0 SO P AGR A B 46 2 B kb, B
OGRS ANT .
(myenv) [ root@ linux ~ |#cpabe-setup
(myenv) [ root@ linux ~ ]#cpabe—keygen —o kevin
_priv_key pub_key master_key “finance”
(myenv) [ root@ linux ~ ]#cpabe—-enc pub_key /

home/GOODY/ finance/finance “finance”

3 KA

YR MR S — 5 CentOS Linux release 7. 9. 2009
(Core) REGEHI M55 %% , WIZIRAS N 3.10.0-1160. 102.
1.el7. x86_64 AbFILR A 12th Gen Intel (R) Core(TM)
i5-1240P, fE S5 v, @57 7 — /> A 5 Windows
Server 1 Linux Wi MHR{ER S ¥, 7F Windows
Server ¥, # # T — 4~ Active Directory ( AD) 3 I 55
ar T AR UE A P B0y, 1 Linux I, B0 & T
SAMBA fii 55 % , S BL T SCFIL 2 I il i Winbind
UK AD 3 9 P A2 B 5 3] Linux &G H, (#
JH kerberos 44 7. T IAMEMLHI, B0 A% 28 40 {5 A1 &
By9eiE . JE AL iSCSI A4, B = e 55 i b 0 Rl a4 24

F| Linux &4 b, F{E Y47V 8] f45 B quota T L X}
FH P RE AL, B2)5 , CP—ABE 52T cpabe % 523 %) 3¢
E U Tl RN 25 | DL DR B 1) 22 4 Pk AR AL O
P, SRR A BN R AT S0 0, A w1 3 H of
k1 Fr,

k1 #FHBX
| AD 414 AD HiF 4%
I 55 s 788 - de2
smbl
90 &% 3 523 joiners
smb2
pcl
0F 456 finance
pc3
N1 BRI hr pc2
A PR production pc4
P55 legal pcs
A D sales pco

3.1 R
A AD i 8 H SR LS E 5, BT A AD F PR
HER 2B B Linux 240, 1A 4 iR,

(base) [root@linux ] # wbinfo -u
administrator

guest

krbtgt

dcl

dcz

smbl

pcl

pc2

pc3

pc4d

smb2

pch

pcb

(base) [root®linux ~]# wbinfo -g
enterprise read-only domain controllers
domain admins

domain users

domain guests

domain computers

domain controllers

schema admins

enterprise admins

group policy creator owners
read- only domain controllers
cloneable domain controllers
protected users
dnsupdateproxy

joiners

finance

hr

legal

production

sales

B4 AD %3 B RukiH
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#F CP-ABE I EM, & bR & R — 1N EH N
cpabe 4 3C 14t 7R 78 i 2 SC e B S, s

(myenv) |root®linux ~|# cd /home/GOOD/
(myenv) [root®linux GOOD| # s

administrator ARIMA decrypted_file.txt legal

aquota.group  dcl
aquota, user dc2 hr

Bos

pcl  pc4 priv_key public smb2

lost+found pc2 pc5 production sales
master_key pc3 pc6 pub_key smbl

myenv) [root@linux GOOD| # cpabe- enc pub_key /home/G0OOD/finance/finance 'finance'
(myenv) [ p pub_key

(myenv) [root®linux GOOD| # ls finance
finance finance. cpabe
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3.2.1 BERFHRRET

1E Windows ¥k A AD F ' 42 MV [l = 76k

A4, 0K 6 iR,

WMNRBEIE
WARAHEELIEES:192.168.40.24

[pc1

o

#%: GOOD
O ictsaass

Ho6 7K dER
W P 98T oS 2 A A A ARG B U O
LA FH P 6 58 2 1) 154 e P A [ ) 7 A BR
AR R U Tk B SO, I 7 R,

20 == —1el x |
El == = == v @

©  + 1 [k« good » pet v ¢ [mmpa p]
¥

P

(o] = EHES

/] 1.doc 2023/5/17 17:22

good HUSHEATE. SSBXEAEEEA 181 MB,

o
gy g°cd

[(mxw ][
(v) EREE
B/7 ApEERsE
3.2.2 i REAEH 5 he % o g R T

XF Tz IR 55 4 A SCA il 2 g ) 42 ) SR B AT
Sl U IR, 75 0 JE VR U [al i SC i, DUESER P
pel A, X pel S0, P pel B A7 ) I 2%
# pel SCEge  niEl 8 fi

IR E] W pe3 Sefde P pel TTAUBR 1 [ fin %
SO pe3, Wi 9 B,

ES-JES S | v @
C) v1|.~«good>pc1 vcllgﬁ'pc‘l' 2|
P [l == - BHES
s = [ 1.doc 2023/5/17 17:22
| =m
L=z
| TR
B BEs ;'i,‘:"(l I >
1ASAE g 1 A 206 M8 [H=
B8 AP AR E S RB
Fl2M = good -|o]| x
pilll == x= =8 v e
RN ek ra—
ES = i HER wm [
- b pe2 2024/2/27 0:09 K=
i L pe3 2023/5/16 18:00  Xf4s=

Windows FEiEifiE \\192.168.40.24\good\pc3
{RRATURAE \\192.168.40.24\good\pc3. BSNEBSERRZFRLIUR.

B9 AP RiisE kB



. 86 - HEPLH AR &R

5 34

4 GERIE

O —Fh L T SAMBA Hl CP-ABE 1 = 17
fitt SH R GE U [l il 7 1, iR T AD I P JC A H
ok n MR Ss AR ) R, AT A J5 i 1% 007 i i
T Linux [FC & SAMBA A< b it 55 % 56 B 5 3 IE,
FR G500 07 R FE AN 32 55 = 7 IR IR 45 2% 5% i it EL B 1k
TG BBE =)t . Rt 454 CP-ABE i R X} #
BRI AR, HE— 25 RE T = A6 B0 e 3
Ei RN IR G 2B IS T R AR AL
o LR EW TR A IR T B RS AL
£ AD K PR S CE SEY IR) ST, $5E 8 T R G A A
RIEME, Ak Wi — SRR GEMERE R R BT
TR T2 S TR b

B3k
(1] & I8 W BT IDREGR[T]. LR,

2011,38(4) :32-37.

(2] kA, 2 3 B30 45, M T30 B B A4 BR 8
TR RIS S AR 2023 ,60(6) :1417-1430.

[3] 5k B, 50, & 5L BT AD fil CA W —IMIET &
TEBEBERY SB[ T]. b AR B B 2835 ,2019,16(2) :
214-217.

[4] FANG L,YINL H,GUO Y C,et al. A survey of key tech-
nologies in attribute —based access control scheme[ J]. Chi-
nese Journal of Computers,2017,40(7) :1680-1698.

(5] ZEMfEse, XA o7 Ja SR W 19 RBAC A3 PR ] 42 il 45 2
[7]. /NI AL R 5E,2013,34(2) :328-331.

(6] T #, £ I8,F B, ETEENRERSIDER

[7]

(8]

[9]

Flsm LR [ T]. AL TR 5 R, 2023,45(10) ;
1770-1778.

VEHNIA V J. Implementing azure active directory integra-
tion with an existing cloud service[ D ]. Vaasa: University of
Vaasa,2020.

ol BHERRSE -SR-S SR T]. 85
FAE R ,2022,40(7) :209-211.

2o fd g WhIEIE ) AR, 3T OpenID Connect A9 Tl &
HRF 5 AR 5 A SR [T ], M 4% 2 ] 4 4, 2020, 11
(7):15-22.

REERD,F R, 80 IR JET SAML (¥ BB f B SRAE 48
(3] PRGN H,2016,25(2) :52-57.

VAZQUEZ A,VAZQUEZ A. Practical LPIC-3 300 ; prepare
for the highest level professional linux certification [ M ].
Berkeley : Apress,2019 ;381-394.

HAE SRR, T, 5. 22T PUF Y Kerberos TAIE R
P, HENL TR 51,2022 ,43(11) :3045-3050.
JEMEL M, SERHROUCHNI A. Decentralized access control
mechanism with temporal dimension based on blockchain
[ C]//2017 1IEEE 14th international conference on e-busi-
ness engineering (ICEBE). Shanghai.IEEE,2017.177-182.
BB BRI JE KUK, BT CP-ABE 1 IX e i £ il
LRIk [T]. R HLR SR A, 2019,28 (11) : 79 -
86.

PR AN TR AR DX B 25 G Y T 5 B
R 201 AR BS54 2021,21(3) :7-14.

LIN L,XU J,YUAN J,et al. Compressive strength and elas-
tic modulus of RBAC:an analysis of existing data and an ar-
tificial intelligence based prediction[ J]. Case Studies in Con-

struction Materials,2023,18 :¢02184.



	
	页 1
	页 2

	
	页 1
	页 2


