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Abstract; Aiming at the problems of low accuracy of existing smart contract vulnerability detection methods and insufficient feature

extraction of smart contract source code, we propose a new method based on pre — trained BERT model ( Bidirectional Encoder

Representations from Transformer, BERT ) and hybrid neural network serial smart contract vulnerability detection scheme SCVD —

PBHNN. Firstly,the source code is preprocessed to remove redundant information and retain key statement information. Secondly, BERT

model is used to replace the traditional static word embedding model and dig deep into the semantic features of smart contract source

code. Then,combined with Text Convolutional Neural Network ( TextCNN) and Bi—directional Long Short—-Term Memory ( BILSTM)

hybrid neural network to construct feature extraction layer,the incoming word vectors are trained to fully extract source code context in-

formation and local key features. Finally,the feature vector is normalized by activation function to realize vulnerability detection and i-

dentification. The experimental results show that compared with the existing schemes, the proposed scheme has significantly improved in

the evaluation indexes of accuracy, precision, recall rate and F1 value, which can accurately identify four common vulnerabilities, with

accuracy rates of 94.40% ,93.72% ,96.29% and 93.53% ,respectively.
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ipragma solidity ~0.4.21;
contract Vulnerable {
mapping(address == uint) public balances;
// User balance mapping
function deposit() public payable {
balances[msg.sender] += msg.value;
// Increase sender's balance

// Withdraw function, withdraw funds from the contract
function withdraw(uint amount) public {
require(balances[msg.sender] >= amount);
// Check if sender's balance is sufficient
msg.sender.call.value(amount)();
// Transfer funds to sender (vulnerability)
balances[msg.sender] -= amount;

}

}

First
processing
4

contract Vulnerable {

mapping(address => uint) public balances;

function deposit() public payable {
balances[msg.sender] += msg.value;

}

function withdraw(uint amount) public {
require(balances[msg.sender] >= amount);
msg.sender.call.value(amount)();
balances[msg.sender] -= amount;

}

}

Second
processing

contract VAR {

mapping(address => uint) public VAR2;

function FUN1() public payable {
VAR2[msg.sender] += msg.value;

i

function FUN2(uint VAR3) public {
require(VAR2[msg.sender] >= VAR3);
msg.sender.call.value(VAR3)();
VAR2[msg.sender] -= VAR3;
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Tl HER  86.13  91.24  83.94  89.05 91.78 87.59 96.35
Fl {4 84.28  88.33  82.14 91.72 89.90 90.90 96.70
W% 78.09  78.09 77.73  88.86 78.94 89.76 93.53
T KR KR 76.61  77.54  78.81  87.80 79.00 87.75 92.93
R A [ R 81.00  79.21  75.98  90.32 79.13 92.47 94.26
Fl 8 78.74  78.36  77.37  89.04 79.06 90. 05 93.59
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