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Phytium E2000
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Abstract ; Under the background of the Internet of everything, to achieve the security and credibility of the system is always the core goal.
With the deepening of the construction of domestic information systems, to achieve the security and credibility of the system has become
the most urgent demand. In order to solve the problem of multi-interface data interconnection and data security of industrial gateway ,a
security gateway device based on Phytium embedded E2000 processor is designed. It realizes 3G/4G/5G wireless VPN routing function,
while supporting Ethernet,RS232/485 serial port, CAN port access, Wifi/Bluetooth communication and GPS/Beidou positioning. By an-
alyzing the principle of VLAN protocol,the function of built—in network switch is realized based on RTL8367SC chip. The 5G module
mounting method based on RG200U is integrated to form a built—in 5G switch system of the gateway , which further solves the problem of
multi—channel data interconnection. Based on Phytium Security Platform Architecture ( PSPA) ,a method of making secure and trusted
firmware of the gateway is designed to ensure that all the code executed during the startup process is safe and trusted. By building a test
environment for test and verification, the test results show that the system realizes the data interconnection of multiple interfaces,and based
on a number of E2000 chip built-in security encryption algorithms,the security has been greatly improved.
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