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Abstract ; With the rapid development of today’s IoT ecosystem, HarmonyOS IoT has been widely used and explored in the fields of smart
home , smart transportation, smart healthcare ,and smart manufacturing. How to store device data safely and reliably has become a problem
that needs to be solved. In view of the problems that may exist in the centralized data storage mode of the traditional HarmonyOS IoT in-
dustry ,such as single point of failure, storage centralization and easy leakage of device data,according to the decentralization, encryption
and tamper—proof attributes of blockchain technology, we propose a framework based on Hyperledger Fabric. Combining asymmetric en-
cryption algorithms, smart contracts, interplanetary file systems (IPFS) and open source HarmonyOS systems,the mode of on—chain and
off—chain dual-socket storage is used for large—scale data storage to achieve trusted storage of HarmonyOS IoT data. Through system
analysis and experimental testing , the proposed solution can meet the needs of secure storage and traceability of HarmonyOS IoT data,and
improve the overall security and reliability of the HarmonyOS IoT ecosystem.
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