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Abstract; The power data center contains data related to national security and peoples safety, and needs to respond to anomalies in a
timely manner and be handled effectively after they are recognized. The existing response process of power data center is multi—person,
multi-system, and multi—interface , which needs to be improved in terms of abnormality handling efficiency and automation. For this type
of security task scenario that requires collaborative handling, security orchestration automation and response ( SOAR) technology is a
solution. Currently, SOAR technology has more practical applications in cloud platforms, healthcare, IoT and other application scenarios,
and related products are more mature. However,the current research and application of SOAR technology has not taken into account the
characteristics of multiple anomaly sources, multiple anomaly types,and complex correlation between anomalies in power data. Based on

the SOAR technology and the characteristics of power data center, we propose a security automation response scheme for power data
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center, which aims to standardize and unify all the anomalies by combining the correlation between the anomalies. The scheme abstractly

describes the processing flow of anomalies in the data center, proposes a standardized power data protection process ,designs the system ar-

chitecture accordingly ,and compares it with the existing response methods. Experiments show that the proposed security automation

response scheme improves in timeliness, accuracy ,and flexibility. It is proved that this scheme can improve the processing efficiency of

the security protection system,and provides a solution for the power data center to respond to and automate the abnormalities in a timely

manner.

Key words: power data center;security orchestration automation and response ; automated response ; security protection ; scripting
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