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Anomaly Network Intrusion Detection Method Based on Federated
Learning with Global Knowledge Distillation
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2. Network Management Center ,Zhengzhou University , Zhengzhou 450001 , China)

Abstract; In the field of network intrusion detection , Federated Learning (FL) has gained significant attention as a distributed processing
method that protects data privacy. However, due to data heterogeneity among participating nodes, traditional FL methods often fail to
achieve high performance during joint training. To address this issue, we propose an improved federated learning with global knowledge
distillation (FLGKD-ANIDS). It sets up a buffer in the central server to cache multiple rounds of model parameters uploaded by clients.
Furthermore , these cached parameters are used to generate teacher model parameters containing multi—round global knowledge, which
guide the knowledge distillation process in the client side. This mechanism allows clients to train the local data by injecting global
knowledge feature. We conducted experiments on two public available datasets, UNSW-NB15 and CIC-IDS2017. The results show that
FLGKD-ANIDS significantly improves model performance across various data heterogeneity scenarios compared to existing federated
learning methods, and its performance approaches that of centrally trained models.
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Test Accuracy versus Data Heterogeneity for UNSW-NB15 Dataset
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A7 IR AT - BT IR 4 PR AR AR ) S I 45 ARSI 7 3k - 61 -

B R TRY o A 2R, 45 2R R, FLGKD - ANIDS 7£ £ %X
U B SBT3 U vk OF B B T
RGP S H MG AR KRR BRI,
7E UNSW-NBI5 B 4E I, B 77655 10 50 =y ik
FIREAL R 2R 14. 85% A1, Bl Fe Y34 i, FLGKD
—~ANIDS 7E55 20 % 55 50 % FI45 100 %6 mf i4 P it &%
£, 53 ) be B B BR 2 D7 v i 16. 61 T 43 a5\ 1. 39
AT AR 0. 69 F 43 i, RN TE S 20 #4271

#. 1E CIC-1DS2017 %t 4% 4 I+, FLGKD - ANIDS £ %f
10 & 55 20 F& 55 30 FR AN S0 Fu it (RIS e fE:,
O35 He e B i BE R 7 ¥k R 55,66 T 4 k(4,25 H )
K000 13 A3 29,57 A 43 A FERIDZRTESS 10 S8
55 50 feRt PEREER T W £ B TR FLGKD-ANIDS
E 1o B A0 55 R 1 S 4 AR RS 7R 1 R AR
FRL Tk I B nEn TR DRI TR,

%2 FLGKD-ANIDS X5 A £ 7 i £ R B8 12 56 K T /& # % 69 3F 1t ( Buffersize=3, a =0.05) %

UNSW-NBI15 CIC-IDS2017
ik TestAcc at different communication round TestAcc at different communication round
10 20 50 100 10 20 30 50
FedAvg—ANIDS 14.85 36.63 64.35 76.23 11.30 16.52 80.74 25.22
FedProx—ANIDS 14.85 41.58 65.34 76.23 13.91 13.91 26.08 30.43
CDKT-ANIDS 12.34 55.67 68.90 76.54 11.30 12.17 78.26 53.04
FLGKD-ANIDS 14.85 72.28 70.29 77.23 69.57 20.87 80.87 82.61
Centralized—ANIDS 81.18 81.18 80.20 80.20 97.39 96.52 96.78 96.91
3.2.4 ZHRRXIHFA
N T RS FedGKD-ANIDS M AEZ X K/hik 4 4ERIE

B IZOCHER T AR K /N % ol DX A TR 25405 5 4 3
XA RE RS2, AN 3 Bin, TR i X AL
TEMR 55 A AT A AN TE 5 A 2 B I 5 A, 5
I 45 R F W] F UNSW-NBI5 $cdigE |, 2% « =0. 05 Fil
0.1 Bf G2 ph X K/NHy 7 Bof A58 R () B AR P BB A A, 22 o
X K/NHA 3 A 7E a =1.0.10 100 i}, 22 wp X K/
3 B ARL SRR PR e A . 7E CIC-1DS2017 ¥4k
IS EHE SRR e, 2 i X RN 3 IR
BARPERB IR 2, 25 LR, R XK/ 3 7
B AR KO TR ARt 4 3 5 Y 3R I i A

P RE
53 4 kbt FLGKD-ANIDS 3 0l i
BHIE Ace,, BT R %
HAitE Buffersize “= o= @ = a = o=
0-1 1.0 10 100

1 64.03  65.07 77.48 80.10 80.22
UNSW- 3 64.75 68.50 78.67 80.33  80.69
NBI5 5 64.44  66.59 77.97 79.79 79.77

7 64.95 70.07 77.40 79.13 79.18

1 45.98 77.70 91.60 92.71  92.99
CcIC— 3 70.64  81.79 92.90 93.49  94.03
IDS2017 5 68.99 80.86 92.80 93.32 93.70

7 70.14  81.47 92.88 93.39 93.90
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